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Definitions and Abbreviations

BNY Mellon

This is the corporate brand of The Bank of New York Mellon
Corporation and may be used as a generic term to reference the
corporation as a whole and/or its various subsidiaries generally

RTS

Regulatory Technical Standards

PSD2

The second Payment Services Directive

SCA

Strong Customer Authentication

TPP

Third-Party Provider

API

Application Programming Interface
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Background
The second Payment Services Directive (PSD2) is an EU Directive, which seeks to improve
the existing EU rules for electronic payment services. It takes into account emerging and
innovative payment services, for example, internet and mobile payments, and sets the
requirements for firms that provide payment services. PSD2 aims to introduce Europe wide
standards of protection for clients, to make payment processing more secure and reduce
fraud. Within PSD2, Article 98 requires the implementation of regulatory technical standards
(RTS) for strong customer authentication and common and secure open standards of
communication.

1.

Is this a regulatory requirement?
Yes. The EU Payment Services Directive (2015/2366) (PSD2) addresses payment services.
The directive sets out the requirements concerning strict security requirements for electronic
payments and account access, enabling safe authentication and reducing the risk of fraud. It
also addresses other issues relating to payment services including the rights and obligations
of users and providers of payment services.

2.

What is BNY Mellon proposing?
In order to comply with PSD2 requirements, payment service providers in the EEA will have
to implement changes in the way their online users access payment account information and
initiate payment instructions. As a client of BNY Mellon, you will be required to use a token
and PIN to log on to the BNY Mellon online portal.
BNY Mellon will also be enhancing the security features on the systems that you use to
transact with us. These include the introduction of Dynamic Linking for payment
transactions. This will involve using codes for specific transaction amounts and payees,
which will be sent to you via encrypted emails. Online systems will also move to a timeout
after 5 minutes of user inactivity as an added security feature.
If you wish to initiate online payment transactions, the use of secure emails is required. The
two methods to facilitate this are through Transport Layer Security (TLS) or via Secure
Messaging.
TLS is BNY Mellon’s preferred method of email encryption but requires you to obtain a
certificate from an approved issuer before you can receive emails. Secure Messaging aims
to provide email encryption whenever TLS is not established.
Additionally, BNY Mellon is developing TPP Application Programming Interfaces (APIs) to
allow TPPs access to payment accounts on behalf of our clients, whilst hav ing the
appropriate Strong Customer Authentication controls and Dynamic Linking.

3.

Will the way I access the systems change because of PSD2?
Yes. The use of a token and PIN will be mandatory when logging onto BNY Mellon portals .

4.

What if I do not wish to use a token and PIN?
You will not be able to log on to the online portals to access PSD2 accounts from September
14, 2019 without strong customer authentication via the use of a token and PIN.
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5.

When will I receive my token and PIN?
You will receive your Token by the end of August 2019. If you have not received your token
by September 3, 2019, please contact your BNY Mellon Representative.

6.

What if I already have an existing token?
You can continue to use your existing token that is linked to your online U ser ID. If your
token is not setup for online access, please contact your BNY Mellon representative.

7.

What changes will affect me?
If you are an online user and you have a token, the changes will be the following:

8.

▪

You will be asked to start using your PIN and token code when logging onto the BNY
Mellon online portals from September 14, 2019.

▪

When you initiate a payment using a BNY Mellon online payment service, you will
receive an email containing a code that you will need to enter into the BNY Mellon portal
from September 14, 2019.

▪

After you have logged on, the duration of inactivity within the system before you are
logged out will reduce from 20 minutes to 5 minutes with a warning after 4 minutes from
September 14, 2019.

Will the implementation of this regulation and the action BNY Mellon is
proposing change the way in which I am serviced?
There will be no impact on the level of service received or functions available to you. This
regulation will enhance the level of authentication when you access BNY Mellon portals,
reduce the inactivity idle time before logoff and introduce payment information by Dynamic
Linking to reduce the risk of fraud.

9.

What is Strong Customer Authentication (“SCA”)
Strong Customer Authentication (SCA) is the authentication process that validates the
identity of the user of a payment service. Under PSD2, SCA is based on the use of two or
more elements categorised as knowledge (something only the user knows, e.g. a password
or a PIN), possession (something only the user possesses, e.g. the card or an authentication
code generating device) and inherence (something the user is, e.g. the use of a fingerprint
or voice recognition) to validate the user. These elements are independent (the breach of
one element does not compromise the reliability of the others) and designed in such a way
as to protect the confidentiality of the authentication data.
SCA will provide increased payment protection for clients.

10. What is Dynamic Linking (“DL”)?
Where a customer performs SCA in connection with an electronic payment (like an online
payment), PSD2 requires banks to link that instance of SCA to the details of the relevant
payment transaction. This process is referred to as Dynamic Linking. Dynamic Linking is
something that BNY Mellon will do automatically when you initiate payments either via an
online platform or if you use a TPP.

Page 4 of 7

Payment Services Directive 2
Frequently Asked Questions

Online Platforms
When you instruct us to make a payment via a BNY Mellon platform, a code will be sent to
you via an encrypted email that you must enter into a BNY Mellon platform as part of the
SCA process. This code will be linked to the transactions you are seeking to make and will
be valid for 20 minutes for that payment only. It must be entered into the BNY Mellon
platform for the payment to proceed.
TPPs
For payments initiated via Payment Initiation Service Providers you will be sent a notification
email with the payment details and a link specific to your payment. By following the link, you
will access a BNY Mellon portal that requires you to authenticate yourself using SCA through
the use of your Token and PIN.

11. What is Transport Layer Security (TLS)?
Transport Layer Security (TLS) is the primary and preferred method of email encryption and
referred to as TLS encryption. This method of encryption allows email to be automatically
secured with no additional steps required by the sender and recipient.
TLS requires our external partner organizations to have both a TLS capable infrastructure
and a valid X.509v3 digital certificate issued by a Certificate Authority prior to being able to
send and receive encrypted email.
Once established, this method is the most convenient for all users and provides seamless
encryption for email and attachments.

12. Does BNY Mellon issue TLS certificates?
No. BNY Mellon does not issue the certificates. Please refer to the following for more
information on how to obtain a TLS certificate.

13. What is Secure Messaging?
Secure Messaging Portal encryption is a supplementary method to encrypt email to ensure
secure transportation of sensitive information via email whenever TLS is not available. This
encryption process is initiated by the sender at the time the message is sent. Triggers are
available for senders via Outlook and mobile devices. Secure Messaging encryption can be
utilised via Outlook and on mobile devices (iOS and Android). Further information within the
Secure Messaging user guide can be found here.

14. What are hard and soft tokens?
The term hard token refers to a physical device that will generate a one-time code every 30
seconds. The term soft token refers to an online application that can be downloaded. This
application will generate a one-time code every 30 seconds.

15. If I only need access to reports, do I still require a token and PIN?
Yes. PSD2 requires SCA for anyone accessing a payment account online.
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16. Whom do I contact if I need further information?
Please contact your BNY Mellon Representative.
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bnymellon.com
BNY Mellon is the corporate brand of The Bank of New York Mellon Corporation and may be used as a generic term to reference t he corporation as a
whole and/or its various subsidiaries generally. This material and any products and services may be issued or provided under various brand names in
various countries by duly authorised and regulated subsidiaries, affiliates, and joint ventures of BNY Mellon, which may incl ude any of the following. The
Bank of New York Mellon, at 240 Greenwich Street, NY, NY 10286 USA, a banking corporation organised pursuant to the laws of t he State of New York,
and operating in England through its branch at One Canada Square, London E14 5AL, regis tered in England and Wales with numbers FC005522 and
BR000818. The Bank of New York Mellon is supervised and regulated by the New York State Department of Financial Services and the US Federal
Reserve and authorised by the Prudential Regulation Authority. The Bank of New York Mellon, London Branch is subject to regulation by the Financial
Conduct Authority and limited regulation by the Prudential Regulation Authority. Details about the extent of our regulation b y the Prudential Regulation
Authority are available from us on request. The Bank of New York Mellon SA/NV, a Belgian public limited liability company, with company number
0806.743.159, whose registered office is at 46 Rue Montoyerstraat, B-1000 Brussels, authorised and regulated as a significant credit institution by the
European Central Bank (ECB), under the prudential supervision of the National Bank of Belgium (NBB) and under the supervision of the Belgian
Financial Services and Markets Authority (FSMA) for conduct of business rules, a subsidiary of The Bank of New York Mellon, and operating in England
through its branch at 160 Queen Victoria Street, London EC4V 4LA, registered in England and Wales with numbers FC029379 and B R014361. The
Bank of New York Mellon SA/NV (London Branch) is authorised by the ECB and subject to limited regulation by the Financial Conduct Authority and the
Prudential Regulation Authority. Details about the extent of our regulation by the Financial Conduct Authority and Prudential Regulation Authority are
available from us on request. The Bank of New York Mellon SA/NV, operating in Ireland through its branch at Riverside 2, Sir John Rogerson’s Quay,
Grand Canal Dock, Dublin 2, D02 KV60, Ireland, trading as The Bank of New York Mellon SA/NV, Dublin Branch, which is authoriz ed by the ECB,
regulated by the Central Bank of Ireland for conduct of business rules and registered with the Companies Registration Office in Ireland No. 907126 &
with VAT No. IE 9578054E. The Bank of New York Mellon SA/NV, operating in Frankfurt am Main through its branch at MesseTurm, Friedrich-EbertAnlage 49, 60327 Frankfurt am Main, trading as The Bank of New York Mellon SA/NV, Asset Servicing branch Frankfurt am Main, w hich is authorized
and supervised by the Bundesanstalt für Finanzdienstleistungsaufsicht (BaFin) as well as regulated by Bundesbank and is registered with the
Companies Registration Office of the Amtsgericht Frankfurt am Main with the company number HRB 87912. The Bank of New York Me llon
(International) Limited is registered in England & Wales with Company No. 03236121 with its Registered Office at One Canada Square, London E14
5AL. The Bank of New York Mellon (International) Limited is authorised by the Prudential Regulation Authority and regulated by the Financial Conduct
Authority and the Prudential Regulation Authority. If this material is distributed in or from, the Dubai International Financial Centre (DIFC), it is
communicated by The Bank of New York Mellon, DIFC Branch, (the “DIFC Branch”) on behalf of BNY Mellon (as defined above). T his material is
intended for Professional Clients and Market Counterparties only and no other person should act upon it. The DIFC Branch is r egulated by the DFSA
and is located at DIFC, The Exchange Building 5 North, Level 6, Room 601, P.O. Box 506723, Dub ai, UAE.
BNY Mellon also includes The Bank of New York Mellon which has various subsidiaries, affiliates, branches and representative offices in the AsiaPacific Region which are subject to regulation by the relevant local regulator in that jurisdiction. Details about the extent of our regulation and applicable
regulators in the Asia-Pacific Region are available from us on request. Not all products and services are offered in all countries. In Asia -Pacific, The
Bank of New York Mellon, Singapore Branch is subject to regulation by the Monetary Authority of Singapore. The Bank of New York Mellon, Hong Kong
Branch is subject to regulation by the Hong Kong Monetary Authority and the Securities & Futures Commission of Hong Kong. BNY Mellon in Australia
is subject to regulation by the
Australian Prudential Regulation Authority and is exempt from holding an Australian Financial Services License and is regulat ed by the New York State
Department of Financial Services under the New York Banking Law which is different from Australian law. This document is issued or distributed in
Australia by The Bank of New York Mellon, on behalf of BNY Mellon Australia Pty Ltd (ACN 113 947 309) located at Level 2, 1 B ligh Street, Sydney
NSW 2000, and relates to products and services of BNY Mellon Australia Pty Ltd or one of its subsidiaries. BNY Mellon Australia Pty Ltd is ultimately
wholly owned by The Bank of New York Mellon Corporation. The Bank of New York Mellon does not provide this product or service . None of BNY Mellon
Australia Pty Ltd or its subsidiaries is an authorized deposit-taking institution and the obligations of BNY Mellon Australia Pty Ltd or its subsidiaries do
not represent investments, deposits or other liabilities of The Bank of New York Mellon. Neither The Bank o f New York Mellon nor any of its related
entities stands behind or guarantees obligations of BNY Mellon Australia Pty Ltd.
The material contained in this document, which may be considered advertising, is for general information and reference purpos es only and is not
intended to provide legal, tax, accounting, investment, financial or other professional advice on any matter, and is not to b e used as such. The contents
may not be comprehensive or up-to-date, and BNY Mellon will not be responsible for updating any information contained within this document. If
distributed in the UK or EMEA, this document is a financial promotion. This document and the statements contained herein, are not an offer or
solicitation to buy or sell any products (including financial products) or services or to participate in any particular strategy mentioned and should not be
construed as such. This document is not intended for distribution to, or use by, any person or entity in any jurisdiction or country in which such
distribution or use would be contrary to local law or regulation. Similarly, this document may not be distributed or used for the purpose o f offers or
solicitations in any jurisdiction or in any circumstances in which such offers or solicitations are unlawful or not aut horised, or where there would be, by
virtue of such distribution, new or additional registration requirements. Persons into whose possession this document comes a re required to inform
themselves about and to observe any restrictions that apply to the distribution of this document in their jurisdiction. The information contained in this
document is for use by wholesale clients only and is not to be relied upon by retail clients. Trademarks, service marks and l ogos belong to their
respective owners.
BNY Mellon assumes no liability whatsoever for any action taken in reliance on the information contained in this material, or for dir ect or indirect
damages or losses resulting from use of this material, its content, or services. Any unauthorised use of material contained herein is at the user’s own
risk. Reproduction, distribution, republication and retransmission of material contained herein is prohibited without the pri or consent of BNY Mellon.
© 2019 The Bank of New York Mellon Corporation. All rights reserved.

